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Vision estratégica de amenazas en Iberoamérica
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Introduccion

Ameérica Latina al igual que Espafa estan muchas veces en “la sombra” debido a que no se publica mucha
informacion sobre intrusiones, sin embargo, existen diferentes campafnas activas en algunos de estos paises o
atagues arbitrarios que son interesantes de conocer para mejorar nuestras capacidades defensivas.

« No es tan interesante como lo que sucede en Estados Unidos, Iran, Rusia y otros paises

« Muchos security vendors no tienen negocio en Ameérica Latina, por lo que no se esfuerzan en investigar que
sucede

"2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.
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Enfoque

AMENAZAS
CIBERCRIMEN AVANZADAS
« Atagues mas genéricos, pero con impacto en muchas « Atagues mas precisos y con motivaciones muy
organizaciones especificas
* Menos sofisticados y preparacion « Mas sofisticados y larga preparacion para que todo
* Menos recursos para llevarlos a cabo salga bien

» Mas recursos para llevarlos a cabo

"2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.



Datos utilizados

Toda la informacion incluida en esta presentacion, es informacion
real de malware utilizado contra paises de América Latina en los
tres primeros meses de 2023 (enero, febrero, marzo).

"2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.



APT-C-36 > Colombia y Ecuador

APT-C-36 (también conocido como Blind Eagle) es un grupo que se
sospecha que tenga como origen América Latina.

Su principal objetivo es Colombia, aunque otros paises como Ecuador
y Espafa también han tenido impacto durante sus operaciones

https://blogs.blackberry.com/en/2023/02/blind-eagle-apt-c-36-targets-colombia

i BlackBerry. Iintelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved. 4y



APT-C-36 > Colombia y Ecuador

Hasta la fecha, se han visto tres formas diferentes con las que APT-C-36 han iniciado sus intrusiones.
1. Email -> Archivo adjunto .uue

2. Email -> Archivo adjunto .pdf -> PDF con link a un servicio URL shortener -> Redireccion del servicio URL
shortener a Discord para realizar la descarga de un archivo .uue

3. Email -> Archivo adjunto .pdf -> PDF con link a un servicio web temporal creado por APT-C-36 -> El servicio
web tiene un boton para la descarga de un archivo .uue desde Discord

"2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.
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APT-C-36 > Adjunto y link (colombiano)
FISCALIA

Subject: Sirvase comparecer dentro de los cinco (5) dias siguientes al envio de la presente comunicacidn
From: Fiscalia General de la Nacidn Sede @5<trach-test@sofona.info> GENERAL DE LA NACION

BOGOTA D.C 28 DE FEBRERO DEL 2023

<https://www.fiscalia.gov.co/colombia/wp-content/uploads/LOGO-WEB-2.png> REFERENCIA: ORDEN DE CITACION UNICO AVISO

N® DE PROCESO: 01-0001-005-00-02-2023

Citacion - Notificaciodn Personal Cordial Saludo
Bogota- Cundinamarca

Sirvase comparecer dentro de los cinco (5) dias siguientes al envio de la presente comunicacién, a diligencia de notificacidn personal, en a
las oficinas del Grupo de Contratacién de Bienes y Servicios

para mas informacién en el link de descarga...
A continuacidn, podra descargar su citacion

https://www.fiscalia.gov.co/colombia//cd2451a691901c6a5420/Citaci_n_73295.R22 <https://gtly.to/2hDUSC7-X>

clave para abrir su citacion : 2023

Por motiv dy n de los documentos

De igual manera hemos adjuntado su citacidn
Atentamente,

Fiscalia General de la Nacidn Sede @5
Diagonal. 22B # 52- 91 (Ciudad Salitre)

+57 57(1)570 20 00 -57(1)414 90 00

Abierto - Atendemos hasta 5: PM

https://cdn.discordappl.Jcom/attachments/1079976570845921396/107
9976664/7/48007/424/CITACION_FISCALIA_DETALLES-PDF.uue <+ https://cutt]]ly/w8g5VWT

"2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved. 12



APT-C-36 > Contenido web creado

Dian_impuestos_20
- |

5 https://dian_notificaciones_contribuyentes-radicado.website[.Jorg/
Calendario

Tributario
2023 S

Direccion de Impuestos y Aduanas Nacionales

Para mas informacion y ver los detalles de las facturas pendientes descargue el extracto PDF el cual
Estimado/a contribuyente cuenta con clave de seguridad para su uso privado. Contrasefia : 2023
En la DIAN mantenemos nuestro compromiso de brindarle la asistencia y los servicios
necesarios,

para que pueda cumplir de manera oportuna y correcta, con sus obligaciones tributarias
Por ello le recordamos que se encuentra en mora con sus obligaciones.

por un valor adeudado de TRES MILLONES DOSCIENTOS CINCUENTA Y DOS MIL
CON CIENTO CUARENTA PESOS

$ 3’252.140 M/CTE con 35 dias en mora debido a la falta de compromiso en

sus obligaciones financieras regulado en la ley 0248 del afio 2005 numeral 12
A continuacién, ponemos a su disposicion el PDF Virtual con todos los detalles de sus
obligaciones generadas a la fecha.

Evite un proceso de embargo y pague oportunamente.

En el siguiente enlace encontrara la factura de cobro en formato PDF

https://dian_notificaciones contribuyentes-radicado.website.or

https://cdn.discordapp[.Jcom/attachments/1075957625696555011/1077
934591685431327//DIAN_impuesto_A_pagar_2023_0000000854697/8124
Jofo: Dophemisaras inancioro 212_2023_02_22.pdf.uue

Para visualizar el documento digitar la contrasena: 2023

"2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved. 13



APT-C-36 > URL shorteners utilizados

tinyurl.com

cutt.ly

cdn.discordapp.com

APT-C-36
PDF Links

drive.google.com

tiny.cc

gtly.to

appspot.com

o] BlackBerm Intelligent Security. Everywhere.

firebasestorage.googleapis.com

© 2022 BlackBerry. All Rights Reserved.
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APT-C-36 > Colombia y Ecuador

alert dns $HOME_NET any -> any any (msg:"ET DNS Query for .to TLD"; dns.query;
content:".to"; endswith; fast pattern; classtype:bad-unknown; sid:2027757; rev:5;
metadata:affected product Any, attack target Client Endpoint, created at 2019 07 26,
deployment Perimeter, former_category DNS, signhature severity Minor, updated at
2020 09 17;)

alert tls $HOME_NET any -> $EXTERNAL_NET any (msg:"ET INFO Observed Discord Domain
(discordapp .com in TLS SNI)"; flow:established,to server; tls.sni; dotprefix;
content:".discordapp.com"; endswith; classtype:misc-activity; sid:2035464; rev:3;
metadata:created at 2022 03 15, former_category INFO, signature severity Informational,
updated at 2022 09 21;)

i BlackBerry. Iintelligent Security. Everywhere. © 2z B ey Al Rt Resedl
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APT-C-36 > Colombia y Ecuador

Name ize Packed Si... Modified
%] Asuntos_DIAN_N°6440005403992837L2088970004-01-02-2023-pdfvbs 227 378 1811 2023-01-31 23:01

WinRAR Setup

Assodate WIinRAR with Interface

S T AR e Bt El siguiente archivo después del PDF recibido por email
O B [ Add WinRAR to Start Menu que el usuario descarga en sus sistema es un archivo
M7z MLzH [] Create WinRAR program group COmprimidO uue.

1 aR] V] TAR ‘

iBz2 e Este archivo contiene un visual basic script (vbs) el cual
e M S tiene el mismo nombre que el archivo .uue, y a partir de

Mez Mz [ ] cascaded context menus ] _, i ] _,
DISO ZIP\ Icons in context menus SU eJeCUCIOﬂ Comlenza |a |nfeCC|On

Toggle all Context menu items...

Finalmente, la intrusion termina desplegando un RAT
These options control WinRAR integration into Windows. The first group of options allows to (ASyﬂ C RAT, NJ RAT, Q uasa rRAT, etc ) fea | Izan d O una
choose archive types to handle by WinRAR., The second group selects places to add links to ConeXién aun SerVidor D UCkD NS

the WinRAR executable. The last group controls integration into the Windows shell, Shell
integration provides handy features like "Extract” item in archive context menus, so usually
there is no reason to disable it.

Press "Help® button to read the detailed description of these options.

"2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved. 16



Brasil, tierra de troyanos

Subject: Lembrete de vencimento! - Pedido: 92722
From: contato.fernandajolas@vd220220230942963258741brc.broservicios.sto
To:

SEGUE ANEXO O BOLETO NO VALOR DE 3.285,43 REFERENTE AO MES DE FEVEREIRO

I

"2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved. 17



Dime de donde vienes

Request URL: http://fernandajoias.flmservicios.store/FevereiroDe2823/?Recalculado
Request Method: GET

Status Code: ® 382 Found

Remote Address: 81.200.156.9:8@

Referrer Policy: strict-origin-when-cross-origin

r Response Headers View source
Connection: Keep-Alive
Content-Length: 3
Content-Type: text/html; charset=UTF-&
Date: Wed, 81 Mar 2023 19:41:15 GMT
Keep-Alive: timeout=5, max=180

Location: https://www.google.com

El archivo PDF realiza una conexion a un dominio, el cual, si es visitado desde una IP fuera de Brasil no
realiza la descarga del payload. En este caso, se puede observar como se hace una redireccion a Google

i BlackBerry. Iintelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.
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Dime de donde vienes

Request URL: http://fernandajoias.flmservicios.store/FevereiroDe2023/?Recalculado

Request Method: GET

Status Code: ® 382 Found

Remote Address: 81.2008.156.9:88

Referrer Policy: strict-origin-when-cross-origin

https://www.dropbox[.Jcom/s/e
aOukStccvbvs4i/SLEEP.zip?dI=1

v Response Headers View source
Connection: Keep-Alive
Content-Length: 3
Content-Type: text/html; charset=UTF-8&
Date: Wed, 81 Mar 2023 19:36:04 GMT
Keep-Alive: timeout=5, max=186

Location: https://www.dropbox.com/s/eaBuk9tccvbvsdi/SLEEP.zip?dl=1

Sin embargo, si la peticion proviene de una direccion IP brasilena, en este caso se realiza la descarga del
siguiente payload a través de Dropbox.

i BlackBerry. Iintelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.
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Los secretos de los MSI brasilenos

Action
J:k|_DO'nﬁI'NGF:J:\DE
Al_SET_ADMIN
Al_CORRECT_INSTALL
Al_SET_INSTALL
Al_SET_MAINT
Al_SET_PATCH
Al_SET_RESUME
Al_RESTORE_AI_SETUPEXEPATH
Al_BACKUP_AI_SETUPEXEPATH
SET_APPDIR
Al_STORE_LOCATION
Project1.dll
SET_SHORTCUTDIR
SET_TARGETDIR_TO_APPDIR
Al_InstallModeCheck
Al_SHOW_LOG
Al_DpiContentScale
Al_EnableDebugloq
Al_PREPARE_UPGRADE
Al_RESTORE_LOCATION
Al_ResolveKnownFolders
Al_DETECT_MODERNWIN

T... Source
19

51 Al_ADMIN
51 Al_INSTALL _ :

51 Al_INSTALL |iBinary.Project1.dll | 5629 440 5629 440
3 j::ELﬁT"C“HT | Binary.aicustact.dll 382 624 382 976
51 Al_RESUME | 1_StringData 82 346 82 432
51 Al_SETUPEXEPATH [Al_SETUPEXEPATH_ORIGIMNAL)

31 Al_SETUPEXEPATH_ORIGINAL [Al_SETUPEXEPATH]

307 APPDIR [AppDataFolder][Manufacturer]\[ProductName]

Mombre Tamarfic Tamafo co..

Error
0

00 =) Oh Wn fa W P =

Message
{{Erro fatal: }}
{Erro [1]. }}

Aviso [1].

Informacao [1].
O instalador encontrou um erro inesperado ao instalar este pacote. Isto pode indicar um problema com este pacote. O cédigo do erro € [1]. {{Os argumentos sdo: [2], [3], [4]1}}

{{Disco cheio: }}

Acdo [Time]: [1]. [2]

[ProductName]

{[2IH. 31X, [41}

Tipo de mensagem: [1], argumento: [2]

=== Registo log iniciado: [Date] [Time] ===
=== Regqisto log parado: [Data] [Time] ===
Inicio da agdo as [Time]: [1].

Fim da acdo as [Time]: [1]. Valor de retorno: [2].
Tempo restante: {[1] minutos }{[2] sequndes}
Meméria insuficiente. Feche outras aplicacdes antes de tentar de novo.
O instalador ndo esta respondendo

"2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.
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Banload trojan

\l/ 22 security vendors and no sandboxes flagged this file as malicious

22

160
defidcb5b92e41d3c5087c204da58a303851a749a52b0aa0598e035ea6675aab0

CAUsers\usenAppDatall ocalTemp\hg 1xkdev avi\DanfDigitaEletronic 010320239631 WLFELRTBEMECASECML

TBR.msi
msi
# Community Score '
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY 1
Submissions ()
Date Name Source
2023-02-27 172247 UTC BOLETO VENC 28022023 WLVRECFVENZAWSVFMLTMS. msi @ d5d9cOdf - web

2023-03-01 15:28:57 UTC DanfDigitaEletronic 010320239631 WLFELRTBMECASECMLTER.msi ,ﬁ) 5f8b3391 - community

Submissions per country Submissions per Date

s BlackBerm Intelligent Security. Everywhere.

O--o

{H} Cb — i |'r-r'|
5.93 MB 2023-03-01 15:29:05 UTC 3
Size 19 hours ago MSI
Country
BR
ER
Prevalence summary
First Submission 2023-02-27 172247 UTC
Last Submission 2023-03-01 15:28:57 UTC
Last Rescanned 2023-03-01 15:29:05 UTC

Total Submissions 2
Source submissions 2

© 2022 BlackBerry. All Rights Reserved.
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Patrones de comportamientos Banload Trojan

En las ultimas muestras subidas durante 2023 de Banload Trojan, podemos detectar ciertos patrones en todas ellas, los
cuales pueden ser utilizados para generar detecciones.

"2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.

22



Banload Trojan aifadiendo una exclusion para una “VPN"”

"values": {
"TerminalSessionId": "1",
"ProcessGuid": "{C784477D-B189-63DA-710A-000000004A00}",
"ProcessId": "3648",

"Product”: "Microsoft\\xae Windows\\xae Operating System",
"Description”: "Windows PowerShell",
"Company": "Microsoft Corporation",

"ParentProcessGuid": "{C784477D-B17A-63DA-6DOA-000000004A00}",

"User": "DESKTOP-BOT93D6\\george",

"OriginalFileName": "PowerShell.EXE",

"ParentImage": "C:\\Program Files (x86)\\IntSoft\\VreePN\\updater.exe",
“FileVersion": "10.0.17134.1 (WinBuild.160101.0800)",

"ParentProcessId": "6180",

“"CurrentDirectory”: "C:\\Program Files (x86)\\IntSoft\\VreePN\\",

“CommandLine": "\"powershell\" -Command Add-MpPreference |-ExclusionPath ||'C:\\Program Files (x86)\\IntSoft\\VreePN'",
"EventID": "1",

"LogonGuid": "C784477D-9EED-63A4-230A-040000000000",

"LogonId": "264739",

"Image": "C:\\Windows\\SysWOW64\\WindowsPowerShell\\v1l.0\\powershell.exe",
"IntegritylLevel"”: "High",

"ParentCommandLine": "\"C:\\Program Files (x86)\\IntSoft\\VreePN\\updater.exe\" nb",
"UtcTime": "1675276681",

"RuleName™: "-"

i BlackBerry. Iintelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved. 2



Banload Trojan aifadiendo una exclusion para una “VPN"”

< C @ vreepn.net g

Buscar Q

Download

> VIRUSTOTAL

VreePN - free

e Sl

= e e i)
P> Pl N oo1/158

GETOTET:

VreePN - free VPN for Call of Duty MW / MW2 / Warzone / Warzone 2 | SBMM = OFF NO SBMM

IntSoft .
I 2 suscriptores W ﬁ 104 g] 4 Compartir Y Descargar

| 1435 visitas 26 ene 2023 |

Lot it at- unananrasnn nat

i BlackBerry. Iintelligent Security. Everywhere. © 2z B ey Al Rt Resedl
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Banload Trojan aifadiendo una exclusion para una “VPN"”

title: Powershell Defender Exclusion
id: 17769c9@-230e-488b-ad63-e05c08e9d48+
related:
- id: c1344fa2-323b-4d2e-9176-84b4d4821c88
type: similar

status: experimental

description: Detects requests to exclude files, folders or processes from Antivirus scanning using PowerShell cmdlets

references:

- https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-process-opened-file-exclusions-microsoft-defender-antivirus
- https://github.com/redcanaryco/atomic-red-team/blob/f339e7da7d@5f6057fdfcdd3742bfcf365fec2a%/atomics/T1562.001,/T1562.001.md
- https://twitter.com/AdamTheAnalyst/status/1483497517119590483

author: Florian Roth (Nextron Systems)
date: 2821/84/29
modified: 2822/085/12

tags:
- attack.defense evasion
- attack.tl562.801
logsource:

category: process_creation
product: windows
detection:
selectionl:
Commnndlinn!rnn+ninc-
- "Add-MpPreference
- "Set-MpPreference
selection2:
Commandline|contains:

- -ExclusionPath

-  -ExXclusiontxtension

- -ExclusionProcess
- " -ExclusionIpAddress
condition: all of selection*
falsepositives:
- Possible Admin Activity
- Other Cmdlets that may use the same parameters

level: medium

s BlackBerr}c Intelligent Security. Everywhere.

© 2022 BlackBerry. All Rights Reserved.

https://github.com/SigmaHQ/sigma/blob
/master/rules/windows/process_creation
/proc_creation_win_powershell_defender_
exclusion.yml

25



Banload Trojan — Autorun key modificada

"values": {
"EventID": "13",
"ProcessId": "6324",
"EventType": "SetValue",
"Image": |"C:\\Windows\\system32\\msiexec.exe")
"RuleName": "T1060,RunKey",
"UtcTime": "1676138035",
"Details”: |"C:\\Users\\george\\AppData\\Roaming\\@MicrosoftCorporation\\Conect\\conect.exe",
"ProcessGuid": "{C784477D-D62E-63E7-6C0OA-000000004A00}",
"TargetObject": "HKU\\S-1-5-21-1015118539-3749460369-599379286-

1001\ \Software\\Microsoft\\Windows\\CurrentVersion\\Run\\System"
}
}s

i BlackBerry. Iintelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.
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Banload Trojan — Autorun key modificada

tags:

- attack.persistence
- attack.t1547.001

logsource:
category:

registry set

product: windows

detection:

current version base:
EventType: SetValue

TargetObject|contains:

current version keys:
Targetﬂbject|contaln5'

‘\ShellServiceObjectDelayload’
"\Run\'

"\NRunOnce\"
"NRunOnceEx\'

"\RunServices\'
"\RunServicesOnce\"
"\Policies\System\Shell"’
"\Policies\Explorer\Run’
"\Group Policy\Scripts\Startup’

"“\Group Policy\Scripts\Shutdown’

"NGroup Policy\Scripts\Logon’

o] BlackBerr}c Intelligent Security. Everywhere.

\SOFTWARE\Microsoft\Windows\CurrentVersion"

https://github.com/SigmaHQ/sig
ma/blob/master/rules/windows/r
eqgistry/registry_set/registry_set_a
sep_reg_keys_modification_wow6
432node.yml

© 2022 BlackBerry. All Rights Reserved. 27



Banload Trojan - Compression Utility Passed Uncommon Directory

"values": {
"TerminalSessionId": "1",
"ProcessGuid": "{C784477D-E14D-63E8-FCO5-000000004400}",
"ProcessId": "6600",
"Product"”: "7-Zip",
"Description”: "7-Zip Console",
"Company": "Igor Pavlov",
"ParentProcessGuid": "{C784477D-E14B-63E8-FB0O5-000000004400}",
"User": "DESKTOP-BOT93D6\\george",
"OriginalFileName": "7z.exe",
"ParentImage”: "C:\\Windows\\SysWOW64\\rundl132.exe",
"FileVersion": "19.00",

"ParentProcessId": "4624",
"CurrentDirectopy e CoN\\Windows)\\Installer\\MSTEAEG tmn-\\"

T N J

"CommandLine”: ['\"C:\\Windows\\Installer\\MSIEAF6.tmp-\\7z.exe\" x C:\\metasploit-framework.zip -aoa -o\"C:\\metasploit
framework\"",

"EventID": "1",

"LogonGuid": "C784477D-6FC2-63A4-D2AB-030000000000",

"LogonId": "240594",

"Image": "C:\\Windows\\Installer\\MSIEAF6.tmp-\\7z.exe",

"IntegritylLevel”: "High",

"ParentCommandLine" :| "rundl132.exe \"C:\\Windows\\Installer\\MSIEAF6.tmp\",zzzzInvokeManagedCustomActionOutOfProc
SfxCA 6417375 2 CustomActionFastMsi!CustomActionFastMsi.CustomActions.FastUnzip",

"UtcTime": "1676206413",

"RuleName"”: "-"

i BlackBerry. Iintelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved. 2



Banload Trojan — svchost ejecutado desde public path

{
"values": {
"TerminalSessionId": "1",
"ProcessGuid": "{C784477D-AF1D-63E1-A40A-000000004A00}",
"ProcessId": "7964",
"Product”: "Microsoft\\xae Windows\\xae Operating System",
"Description”: "Host Process for Windows Services",
"Company": "Microsoft Corporation",
"ParentProcessGuid": "{C784477D-AF1C-63E1-A10A-000000004A00}",
"User": "DESKTOP-BOT93D6\\george",
"OriginalFileName": "svchost.exe",
"ParentImage”: "C:\\Windows\\SysWOW64\\WindowsPowerShell\\v1l.0\\powershell.exe",
"FileVersion": "6.3.9600.17415",
"ParentProcessId": "3360",
"CurrentDirectopy e lCi\\Lsers\\Public)\\ "
"CommandLine": ["\"C:\\Users\\Public\\svchost.exe\"",
"EventID": "1",
"LogonGuid": "C784477D-B1AA-63A4-5428-040000000000",
"LogonId": "272468",
"Image": "C:\\Users\\Public\\svchost.exe",
"IntegritylLevel"”: "High",
"ParentCommandLine": | "powershell \"C:\\Users\\Public\\svchost.exe",
"UtcTime": "1675734813",
"RuleName™: "-"
}
}s

o] BlackBerm Intelligent Security. Everywhere.

© 2022 BlackBerry. All Rights Reserved.
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Banload Trojan — Anydesk creando archivos sospechosos

{
"values": {
"EventID": "11",
"ProcessId": "6572",
"Image": "C:\\Users\\george\\AppData\\Local\\Temp\\MW-7eal3f37-cdal-4e63-bf35-425b8bf83b3a\\files\\AnyDesk.exe"}
"RuleName": "EXE",
"CreationUtcTime": "1675734787",
"UtcTime": "1675734787",
"ProcessGuid": "{C784477D-AEF8-63E1-740A-000000004A00}",
"TargetFilename": "C:\\Users\\Public\\readme.exe"
}
}

i BlackBerry. Iintelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.
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Banload Trojan — Anydesk creando archivos sospechosos

title: Suspicious Binary Writes Via AnyDesk
id: 2d367498-5112-4ae5-a@6a-96e7/bc33a211
status: experimental
description: |
Detects AnyDesk writing binary files to disk other than "gcapi.dll™.
According to RedCanary research it is highly abnormal for AnyDesk to write executable files to disk besides gcapi.dl
which is a legitimate DLL that is part of the Google Chrome web browser used to interact with the Google Cloud API.
for more details)
references:
- https://redcanary.com/blog/misbehaving-rats/
author: Nasreddine Bencherchali (Nextron Systems)
date: 2022/09/28

tags:
- attack.command and control . .
. attack.t1219 https://github.com/Sigma
logsource: HQ/sigma/blob/master/ru
product: windows . . .
category: File event les/windows/file/file_even
detection: t/file_event_win_anydesk_
selection: - . .
Image|endswith: "\anydesk.exe’ ertlng_susp_blnarles.yml
TargetFilename|endswith:
- .dll’
‘.exe'

filter dlls:
TargetFilename|endswith: “\gcapi.dll’
condition: selection and not 1 of filter *
falsepositives:
- Unknown
level: high

"2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved. 31



Banload Trojan — Similitud con Glupteba?

{
"rule_title": "Glupteba malware detection"”,
"rule_source": "SOC Prime Threat Detection Marketplace",
"match_context": [
{

"values": {

"EventID": "13",

"ProcessId": "1360",

"EventType": "SetValue",

"Image": "C:\\Windows\\SysWOW64\\reg.exe",

"RuleName™: "T1060,RunKey™,

"UtcTime": "1674043873",

"Details”: "C:\\Users\\george\\AppData\\Roaming\\Microsoft\\Credentials\\georgelL4zy73\\xb0\\xb1\\qikf5da\\xc6\\xee.exe
C:\\Users\\george\\AppData\\Roaming\\Microsoft\\Credentials\\georgelL4zy73\\xb0\\xbl\\imgengine
C:\\Users\\george\\AppData\\Roaming\\Microsoft\\Credentials\\georgelL4zy73\\xb0\\xb1l\\sptdintf.d11l",

"ProcessGuid”: "{C784477D-E1E1-63C7-850A-000000004A00}",

"TargetObject": "HKU\\S-1-5-21-1015118539-3749460369-599379286+
1001\\Software\\Microsoft\\Windows\\CurrentVersion\\Run\\george"

¥
}

i BlackBerry. Iintelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved. £2



Terminando con Brasil

Brasil es conocido por los troyanos bancarios brasilefios y otro tipo de malware desarrollado de manera local, en muchas
ocasiones, utilizando archivos MSI que tienen embebidos DLL y scripts que son cargados durante la ejecucion del MSI.

i M

Email DLL
M- - 0O =0
Email 1 ZIP MSI JavaScript

También puede haber archivos PDF
entre el email y el archivo ZIP

s BlackBerm Intelligent Security. Everywhere.

Conexion a C&C, descarga
de otros payloads, etc..
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Uruguay

De: Banco de la Repiblica Oriental del Uruguay (BROU) <info@brou.com.uy>
Enviado el: miércoles, 1 de marzo de 2023 13:09
Asunto: Nueva Notificacién de Pago Bancario! (BROU)

Importancia: Alta | = BAN;O
Para tu informaciodn; il REPUBLICA

Este aviso de pago se emite a peticion de nuestro cliente.
Su cuenta bancaria corporativa que termina en ***** ha sido acreditada con un pago entrante
Consulte el documento de pago adjunto para obtener mas detalles.

Saludos,

Departamento de Remesas

Banco de la Republica Oriental del Uruguay
Address. Cerrito 351 Montevideo, Uruguay, 11000.
Codigo SWIFT: BROUUYMMXXX

www.brou.com.uy <http://www.brou.com.uy>
Customer Care Toll Line: 600 200 700

Este correo electrénico

es solo para fines informativos y no esta listo para aceptar respuestas. Por lo tanto, le agradecemos que no responda a esta direccidn.
Declaracion de confidencialidad

Este mensaje y los documentos que lo acompanan son confidenciales y son para uso exclusivo de la persona o entidad a la que va dirigido, por
lo que Barclays no se hace responsable del conocimiento de su contenido por parte de terceros.

Si usted no es el destinatario de este mensaje, se le informara que ha recibido el mensaje por error y cualquier uso, distribucién, reenvio u
otra divulgacion, impresion o reproduccion de este mensaje esta expresamente prohibido y debe eliminarlo inmediatamente de su y Destriyalo con
todos los archivos adjuntos y notifique a Chase la situaciodn: los clientes, si estan en el extranjero, llamen al 21 780 73 64 o al +44 21 780
73 64. Disponible las 24 horas, los 7 dias de la semana. Para clientes llamar al 217 807 130. Atencion personalizada, de lunes a viernes de
08:00 am a ©8:00 pm.

"2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved. 34



Uruguay — Los archivos IMG no pasan de moda

Ty i) ( amani amano Co...
B BROU_Copia de Pago_PDF.img ' 75776 2022-12-25..
Archivo IMG adjunto Archivo EXE que se
en el correo encuentra dentro del
IMG

s BlackBerm Intelligent Security. Everywhere.

2

022-12-25...
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Uruguay — Interesante trafico SMTP saliente

"values": {
"EventID": "3",
"ProcessId": "5136",
"DestinationPortName": "-",
"Protocol™: "tcp",
"DestinationIp": "112.213.93.85",
"Initiated": "true",
"SourcePortName": "-",
"Image": "C:\\Users\\george\\AppData\\Roaming\\Rfudhxxqgq\\Nwdbdr.exe",
"ProcessGuid”: "{C/8447/D-B197/-63FF-1606-000000003400 ;" ,
'DestinationHostname": "mail9385.maychuemail.com",
"UtcTime": "1677488068",
"User": "DESKTOP-BOT93D6\\george",
"DestinationPort': "587",
"RuleName": "Usermode",
"SourcePort": "49753",
"SourceIsIpve": "false",
"SourceHostname": "DESKTOP-BOT93D6.local",
"Sourcelp": "192.168.2.14",
"DestinationIsIpv6": "false"

}s

o] BlackBerm Intelligent Security. Everywhere.
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Uruguay — Interesante trafico SMTP saliente

B i

author: frackli3
date: 2022/01/07
modified: 2822/09/21

T o

tags:
- attack.exfiltration
. attack.t1048.003 https://github.com/Sigma
aggsource: g
category: network connection HQ/Slgma/bIOb/master/ru
frEdliets CAE e les/windows/network_con
detection: . .
selection: nection/net_connection_w
Destiﬂggionpo"t iIn_susp_outbound_smtp_c
g7 onnections.yml
- 465
- 25725

Initiated: ‘true’
filter clients:
Image|endswith:
- \thunderbird.exe
- \outlook.exe
filter mailserver:
Image|5tartswith: "C:\Program Files\Microsoft\Exchange Server\'
filter outlook:
Image |startswith: 'C:\Program Files\WindowsApps\microsoft.windowscommunicationsapps "
Image |endswith: '\HxTsr.exe'
condition: selection and not 1 of filter *
talsepositives:
- Other SMTP tools
level: medium

"2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.



Uruguay — Interesante trafico SMTP saliente

alert ( gid:124; sid:5; rev:2; msg:"(smtp) unknown command"; metadata: policy max-
detect-ips drop, rule-type preproc; service:smtp; classtype:protocol-command-decode;)

i BlackBerry. Iintelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.

38



Uruguay — PowerShell base64 encode
{

"values": {
"TerminalSessionId": "1",
"ProcessGuid": "{C784477D-B154-63FF-0D06-000000003400}",
"ProcessId": "420",

"Product”: "Microsoft\\xae Windows\\xae Operating System",
"Description”: "Windows PowerShell",
"Company": "Microsoft Corporation",

"ParentProcessGuid": "{C784477D-B14A-63FF-0B06-000000003400}",

"User": "DESKTOP-BOT93D6\\george",

"OriginalFileName": "PowerShell.EXE",

'ParentImage”: "C:\\Users\\george\\Desktop\\BROU Copia de Pago PDF.exe",

"FileVersion": "10.0.17/134.1 (WinBulld.160101.0800)",

"ParentProcessId": "1944",

"CurrentDirectory": "C:\\Users\\george\\Desktop\\",

"CommandLine”: "\"C:\\Windows\\System32\\WindowsPowerShell\\v1l.0\\powershell.exe\" -ENC
CWBOAGEACgBOACOACWBSAGUAZQBWACAALQBZAGUAYWBVAGAAZABZACAAMEAWAA==",

"EventID": "1",

"LogonGuid": "C784477D-6EQ1-63FC-46AF-030000000000",

"LogonId": "241478",

"Image": "C:\\Windows\\SysWOW64\\WindowsPowerShell\\v1l.0\\powershell.exe",

"IntegritylLevel”: "High",

"ParentCommandLine": "\"C:\\Users\\george\\Desktop\\BROU_Copia de Pago_PDF.exe\"",

"UtcTime": "1677701460",

"RuleName”: "-"

}s

i BlackBerry. Iintelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved. &



Uruguay — PowerShell base64 encode

https://github.com/Sigma
HQ/sigma/blob/master/ru
les/windows/process_cre
ation/proc_creation_win_p
owershell_encode.yml



México — FiXS ATM

Q METABASE Q Solutions How It Works ~~ Why Metabase Q

FiXS the new ATM Malware in LATAM

All, Thre Q Team

finan and the

amounting to billions of dollars annually

the return of Ploutus malware in a n

riminal

tms-in-latin-a

lot Threat Intelli

Fuente: https://www.metabaseq.com/fixs-atms-malware/
Jesus Dominguez & Gerardo Corona

s BlackBerm Intelligent Security. Everywhere.

Resources

Company

ES
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México — Archivos dropeados por FiXS

6 5 :l, 65 security vendors and 1 sandbox flagged this file as malicious

Im

819f57dc51c5a I 7dd7 3k 2083bd1243c3 145.00 KB 2023-02-12 14:36:59 U0
ST Size 18 days ago

peexe | defectdebug-envionment runfime-modules  direct-cpu-clock-access  overlay
Community Score

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY

Contacted IP addresses (1) ©

P Detecti System Country
2099 18437 3/88 8075 us

Dropped Files (53) ©

Scanned Detections File type Name
w 20230228 2170 Win32 EXE CUserswsenAppDatail ocallTemp\3582-490\conhost exe
w  2023-02-26 a7 170 Win32 EXE CAPr i iV D 18.2102.3-0NC
w 20230114 66171 Win32 EXE C:\UsersusenAppDatailocaliPrograms\Python\Python30\Lib\distutils\commandwsini
. 20230216 64171 Win32 EXE caL AppDatailocal\Prog| y ython39\Scripts\pip.exe
w  2022-12-2T7 64172 Win32 EXE CAPr i iV D 162102.4 EXE
w 20221227 65172 Win32 EXE C:\ProgramData\Package Cache\[53f1dcBd-ed34-4650-a079-129785ce7I051WC _re
w 20230224 54 169 Win32 EXE C i ity Di \Platformi4. 18.2102.3-0086\MpCmdR
v 20230114 65171 Win32 EXE (o' Datall g Y y ibsite. iph_ves
w o 2022-12-2T7 66 172 Win32 EXE M \AppDataiLocallP ython\Python39Li
v 20221227 67172 Win32 EXE C:\WsersuserAppDatall ocaliPrograms\Python\Python39\Scriptsieasy_instal-3.9.ex
w 20221227 65172 Win32 EXE C\ProgramData\chocolatey'fools\7z exe
w 20221227 63172 Win32 EXE C i exe
w o 2023-01-14 66171 Win32 EXE M \AppDataiLocallP ython\Python39\Liblsite- iph_ver
v 20230114 62170 Win32 EXE C:WserslusenAppDatallocalPrograms\Python\Python39\Liblsite-packages\setuptor
w o 20224227 66172 Win32 EXE C! i ity D \Platformid. 18.2102.4-0\MpDipCmd.ex
w o 2022-12-2T7 67 T2 Win32 EXE [ox] \AppData\LocalP yihom\Python 3oL
v 20221227 66 72 Win32 EXE CAPr i it D \Platform\4.18.2102.3- EXE
- 20224227 65172 Win32 EXE C! i ity D \Platform\d. 18.2102.3- exe
v 20230114 66171 Win32 EXE [ox] \AppData\LocalP yihon\Python3SLibsite-
v 20221227 64172 Win32 EXE CAPr incinst exe

BlackBerm Intelligent Security. Everywhere.

53 droppers diferentes

© 2022 BlackBerry. All Rights Reserved.
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México — Ese no es el padre de conhost!

{
"values": {
"TerminalSessionId": "1",
"ProcessGuid": "{C784477D-1980-63E7-E00O5-000000004700}",
"ProcessId": "7072",
"Product™: "-",
"Description”: "-",
"Company": "-",
"ParentProcessGuid": "{C784477D-3D7B-63A5-5F00-000000004700}",
"User": "DESKTOP-BOT93D6\\george",
"OriginalFileName": "-",
'ParentImage”: "C:\\Windows\\explorer.exe",
"FileVersion": "-",
"ParentProcessId": "4456",
"CurrentDirectory": "C:\\Users\\george\\Desktop\\",
'CommandLine": "\"C:\\Users\\george\\Desktop\\conhost.exe\"",
"EventID": "1",
"LogonGuid": "C784477D-3D7A-63A5-8D58-030000000000",
"LogonId": "219277",
"Image": "C:\\Users\\george\\Desktop\\conhost.exe",
"IntegritylLevel”: "High",
"ParentCommandLine": "C:\\Windows\\Explorer.EXE",
"UtcTime": "1676089728",
"RuleName"”: "-"
}
}

o] BlackBerm Intelligent Security. Everywhere.

© 2022 BlackBerry. All Rights Reserved.
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México — Ese no es el padre de conhost!

https://github.com/Sigma
HQ/sigma/blob/master/ru
les/windows/process_cre
ation/proc_creation_win_s
usp_parent_of_conhost.y
ml




Mexico — No es cosa solo de malware ATM...

sigma_rule:6f60707627a0617e86bd3005d8ce73a34fabe674c0169d593509953d67bfaa2e fs:2023-01-01+ p: 1+

sigma_rule:6f60707627a0617e86bd3005d8ce7 3a34fabe674c0169d593509953d67bfaae f5:2023-01-01+ p:14]
FILES - 20 / 180

Sort by ~ Filter by ~

553F642ABERFAD EBFEEASA4 3DAZ6E6D6305A THAEFITDN B66227854F TEDDZE36

2023-03-1
i) conhost..exe 47 168 328.00 KB 16:53:54
peexe  spreader  checks-usb-bus  detect-debug-environment  long-sleeps  checks-userinput  persistence e
B57B8468488A1 FED453057ECTEARIALGFEIDIFRISZRFCLEF 21 9080881 [2735E2 T c
&  conhost.exe 32/69 22400 KB 11:55:35
peexe  checks-user-nput  idle
ANSSB96FDZ9A3EBCA462ZAT16EI6T624ABAS 1 TEE528BASADASREIF 28791824994
® conhost . exe 50 / 66 328.00 KB 22?'?1_:25_:?
peexe  detect-debug-environment long-sleeps  checks-usbh-bus  spreader  persistence .
9ZFEDN3SF66BATBA4BERD52EEF 3871 9EACCBLFB33825ATCINEDIBAGGBERZ 1BTDA R
5 | CONHDST.exe 29/70 323.00 KB e e
peexe  G4bits  runtime-modules  direct-cpu-clock-access  detect-debug-environment I
CZDEF68233810051F6T 4BF AEBCAESZ TFBF A45BARISBC2F 3E3091 197F TES38258
2023-02-20
Orcus.exe
@ 60 /67 @ 908.00KB gt
pesxe i runtime-modules  detect-debug-environment  checks-network-adapters ...
CBF2A668B381FF5380879F 922441 E1 97060 3183E35C 32881 EDBTC 3538718822 oo
@  suchost.exe 64/70  20232KB o 15_;6
peexe  owerlay runtime-modules checks-network-adapters  spreader  direct-cpu-clock-access e
TE4ZB286808CABFB098 TAGEEDET1 2ED61 9E25T5ED60BD84051 I3ABFDDE366565 TR
@ © CONHOST.exe 21769 | 9950K8 211642
peexe  G4bis  runtime-modules  directcpu-clock-access  detect-debug-environment .
0% 2023-02-1%
&  conhost.exe 54 [ 69 328.00 KB 16:31:22

peexe  detect-debug-enwironment  long-sleeps  directcpu-clock-access  checks-user-input  checks-usb-bus  spreader ..

"2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.



Mexico — Qué hay de los droppers de FiXS? Un resumen...

"statistics": {
"Python Initiated Connection": 15,
"Failed Code Integrity Checks": 34,
"Process Start From Suspicious Folder": 6,
"Creation of an Executable by an Executable": 34,
"Use Remove-Item to Delete File": 33,
"Disable Microsoft Defender Firewall via Registry": 27,
"CLOP Ransomware detection (Sysmon)": 1,
"Process Creation Using Sysnative Folder": 1,
"Wow6432Node CurrentVersion Autorun Keys Modification": 1,
"File deletion via CMD (via cmdline)": 2

g BlackBerry. Iintelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.
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México — Ese firewall no me gusta

{
"values": {
"EventID": "13",
"ProcessId": "1188",
"EventType": "SetValue",
"Image": "C:\\Windows\\system32\\svchost.exe",
"RuleName": "T1089",
"UtcTime": "2022-06-07 07:25:39.966",
"Details": "DWORD (0©x00000000)",
"ProcessGuid”: "(C784477D-FC28-629E-1A00-000000003000",
"TargetObject":
"HKLM\\System\\CurrentControlSet\\Services\\SharedAccess\\Parameters\\FirewallPolicy\\DomainProfile\\EnableFirewall"
}
}

i BlackBerry. Iintelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved.
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México — Ese no es el padre de conhost!

tags:
- attack.defense evasion
- attack.t1562.004
logsource:
category: registry_ set
product: windows
detection:
selection:

EventType: SetValue
#HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\DomainProfile\EnableFirewall

#HKEY LOCAL MACHINEASYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\PublicProfile\EnableFirewall
#HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\StandardProfile\EnableFirewall
TargetObject|startswith: *HKLM\System\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\'
TargetObject|endswith: '\EnableFirewall’
Details: 'DWORD (@x00000000)"
condition: selection
falsepositives:
- Unknown
level: medium

https://github.com/SigmaHQ/sigma/blob/ma
ster/rules/windows/registry/registry_set/regi
stry_set_disable_defender_firewall.yml

o] BlackBerm Intelligent Security. Everywhere.
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Conclusiones

Ameérica Latina sufre de manera continua intrusiones y operaciones que no son conocidas por la comunidad,
pero las cuales son importantes de entender para adopter una buena estrategia de seguridad.

La informacion presentada en esta charla puede ser utilizada para:

« Realizar actividades de threat hunting en la red corporativa y servicios externos como pudiese ser
VirusTotal

« Crear l6gica de deteccion y usarla en la infraestructura de la organizacion
« Aprender sobre comportamientos utilizados en América Latina por multipes familias de malware
« En caso de incidente buscar acciones especificas que hayan sido mostradas durante la presentacion

"2z BlackBerry. Intelligent Security. Everywhere. © 2022 BlackBerry. All Rights Reserved. 49



Comportamientos

FiXS:

FiXS Droppers:
Banload Trojan:
IMG Uruguay:

(*) Algunos comportamientos podrian presentar falsos positivos realizados por las sandboxes de VirusTotal

52 BlackBerm Intelligent Security. Everywhere.
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https://gist.github.com/jstnk9/11a82b582d451455c4e7636bd4722ae3
https://gist.github.com/jstnk9/a09a0ab811117eb87a79faa7fe7006c3
https://gist.github.com/jstnk9/986cc6b404fa33a6c6e7f7fa23e790a1
https://gist.github.com/jstnk9/7a4794e5605bc402b91732e79aff03d1

, @Joseliyo_Jstnk

linkedin.com/in/joseluissm/

Thank you

o BlackBerry® Intelligent Security. Everywhere.

© 2022 BlackBerry Limited. Trademarks, including but not limited to BLACKBERRY and EMBLEM Design are
the trademarks or registered trademarks of BlackBerry Limited and the exclusive rights to such trademarks
are expressly reserved. All other trademarks are the property of their respective owners.
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