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Why are we going to talk about it

We're keeping a close eye on several groups that are attacking targets in Asia. We want to 
gather information about them and share it with the people who use our platform.

These groups use some of the same techniques as other attackers around the world. This
gives us a chance to learn more about how they operate.

We've also noticed some interesting similarities between different groups based in Asia.



Initial stages



Initial stages
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Command and Control



What we usually see - Weaponization

LNKZIP DOCX PDF



Decoy documents / websites



Profiling threat actors 
behaviors - Recent activities



PatchWork
PatchWork

PatchWork
Overview

Targets

Motivation: Espionage

● Use of LNK
● PDF files related to Governments as a decoy
● Use of PowerShell
● New domains creation

Some (not all) interesting high level behaviors



PatchWork - Hunting behaviors

Use of LNK leading to:
● Common use of PowerShell and cmdlets
● External files downloaded from Internet
● Persistence through schtasks



PatchWork - Hunting behaviors

Use of LNK

behavior:".pdf;s''a''p''s "

behavior:".pdf;i''w''r "

(15)

(15)

behavior:";r''e''n -Path " (15)



PatchWork - Hunting behaviors

metadata:”desktop-4f6tsvl” (17)

metadata:"8671-5DED" (17)

DriveSerialNumber

MachineID

Use of LNK

behavior:".pdf;s''a''p''s "

behavior:".pdf;i''w''r "

(15)

(15)

behavior:";r''e''n -Path " (15)

behavior:"\\*n*\\\\\\\\*y*3*\\\\c\"u\"r*e" (5)



PatchWork - Decoy examples



SideCopy
SideCopy

PatchWork
Overview

Targets

Motivation: Espionage

● Use of LNK
● Use of HTA
● Use of Microsoft Word
● Interesting patterns observed in the URLs
● Use of free DDNS noip.com creating sites with 

servehttp[.]com, syes[.]net…

Some (not all) interesting high level behaviors

India, Afghanistan

The SideCopy APT is a Pakistani threat actor that has been operating since at least 2019, 
mainly targeting South Asian countries and more specifically India and Afghanistan. Its 
name comes from its infection chain that tries to mimic that of the SideWinder APT. It has 
been reported that this actor has similarities with Transparent Tribe (APT36) and possibly is 
a subdivision of this actor. Cisco Talos and Seqrite have provided comprehensive reports 
on this actor’s activities.



SideCopy - Hunting behaviors

Use of HTA leading to:
● Execute .bat files
● Execute Word documents
● Create persistence using registry keys



SideCopy - Hunting behaviors

Use of HTA

behavior:"/V \"BST\" /t"

behavior:"/V \"BSH\" /t"

(18)

(18)

content:"){var 
r,t={},n=[],o=\"\",a=String.fromCharCode,i=[[65,91],[97,123],[48,58],[43,44],[47,48
]];for(z in 
i)for(r=i[z][0];r<i[z][1];r++)n.push(a(r));for(r=0;r<64;r++)t[n[r]]=r;for(r=0;r<e.length
;r+=72){var 
c,s=0,f=0,m=e.substring(r,r+72);for(c=0;c<m.length;c++)for(s=(s<<6)+t[m.charAt
(c)],f+=6;f>=8;)o+=a((s>>>(f-=8))%256)}return o}"

(~30)



SideCopy - Hunting behaviors

Use of LNK

metadata:"desktop-bdeb1nb"

metadata:"A6BE-F314"

(8)

(10)

behavior:"%ProgramData%\\HP\\jquery.hta\" " (5)



SideCopy - Hunting behaviors

Use of LNK

metadata:"desktop-bdeb1nb"

metadata:"A6BE-F314"

(8)

(10)

behavior:"%ProgramData%\\HP\\jquery.hta\" " (5)

Network

/js/files/
/css/fonts/
/bootstrap/jquery/
/css/css/
/wp-content/themes/

Next payload

Common paths observed

entity:url url:"*/wp-content/*" url:"*.hta" (~140)

Interesting behavior shared by DarkGate and SideCopy (and probably other TA).

entity:file itw:"*/wp-content/*" itw:"*.hta" p:5+ (66)



SideCopy - Pivoting to understand

content:"){var 
r,t={},n=[],o=\"\",a=String.fromCharCode,i=[[65,9
1],[97,123],[48,58],[43,44],[47,48]];for(z 
in[TRUNCATED]



Unknown
Unknown

PatchWork
Overview

Targets

Motivation: Espionage

● Use of netlify.app
● Use of 000webhostapp.com (hostinger)
● workers.dev
● Similar patterns to SideWinder
● Decoy PDF files
● HTML files with fake logins to Government 

sites

Some (not all) interesting high level behaviors

Sri Lanka, Pakistan, China, Nepal

Use of spear-phishing to multiple governments and organizations in Asia to steal email 
access credentials..



Unknown - Fake logins



Unknown - Fake logins

HTML Content

content:{3c6120636c6173733d22736d616c6c22207469746c653d22486f73746564
20627920534c546944432220687265663d22223e534c546944433c2f613e}

(19)

Discord webhook 

https://discord[.]co
m/api/webhooks/1
2531930441787638
17/EaD0BBLz38o8
dkaEdL2BrqV3mp
lM4Hpx73iVFq8Bc
cazxw97k74pb7yH
En87dftOg1q1



Other Threat Actors - Hunting behaviors

Use of LNK

entity:url (hostname:"*-govpk*" or hostname:"*gov-pk*" or hostname:"*mofa-
gov*" or hostname:"*paknavy*" or hostname:"*.govpk*" or hostname:"*gov-lk*" 
or hostname:"*gov-np*") (tld:info or tld:live or tld:xyz or tld:org  or tld:net) 
have:downloaded_file

behavior:"; &('i'+'r'+'m') http"

Or simply use your imagination.. If they are using geofacing to redirect researchers to specific websites, 
use behavior_network to identify that behavior.

behavior_network:"mofa.gov.pk"



Thank you
Joseliyo Sánchez
@Joseliyo_Jstnk
joselsm@virustotal.com

virustotal.com
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share your queries with the community!
@virustotal

mailto:info@virustotal.com
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